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1. BoBep

OBOj JOKYMEHT daBa Mnpernen Ha akTMBHOCTUTE KOM MOXe Ja Ce U3BpLUaT KOPUCTEjkM ja
anatkaTta DigiCert Trust Assistant.

DigiCert Trust Assistant e geckron annukauuja, koja ce KOPUCTU 3a ynpaByBake CO KIy4eBu
n ceptucpmkatn Ha nokaneH kommnjytep. Co oBaa anatka Moxe fa ce reHepupaat CSR
bapamr-a 3a nsgaBsane Ha cepTudukaT 1 ga ce npaewu import/export Ha cepTudmkaT co nnm
©e3 NpuBaTHMOT KIyu.

2. MHCTanMpal'be Ha anaTtKaTta

AnaTkata Mmoxe fa ja npesemeTe of cnegHnTe NUMHKOBMU:
Windows

MAC

W uctaTa ga ja MHcTanuparte Ha BalmnoT KOMMjyTep.

Hanomena: lMogony onuvwaHuTe nocTtankM noBp3aHM CO oBaa anatka Tpeba pa 6upat
npasBeHn Ha egeH UcT komnjytep!

OTkako Ke ce WHCTanupa anartkarta, ucrtata MOXe Ja Ce CTapTyBa CO KIIMKHyBawe Ha
cTpenkata Ha taskbar-oT, cCO geceH KUK Ha MKOHaTa Ha anatkata M KIMKHyBawe Ha
Dashboard (Cnuka 1 u Cnuka 2), 3a Windows onepaTuBeH cUCTeM.

Updcate »
E.}- ﬁ E About
B3 . exit
R O ¢ 4 & .
L3, Focus [EE] =l =B - — (31 8 & =
= wa_ 3 2 37
Cnuka 1 Cnuka 2

MpernenoT Ha akTuBMpare Ha anartkata 3a MAC onepaTMBeH CUCTEM € NPUKaXKaH Ha

0 ¢ ®»
Dashboard

Update
About

Exit

Cnuka 3

MoToa ce oTBOpa nNpo3opeuoT oa Cnuka 4, KOj NpeTcTaByBa NOYETHA CTpaHa 3a KOpUCTEHE
Ha anatkaTta DigiCert Trust Assistant:


https://kibstrust.com/Storage/Support/Software/DigiCert-Trust-Assistant-1.1.4-win-x64.exe
https://kibstrust.com/Storage/Support/Software/DigiCert-Trust-Assistant-1.1.4-mac-universal.pkg
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| @ DigiCert Trust Assistant (V1.1.4) - O X
|
o digicert < Dashboard =@ |
T ot
Dashboard Dashboard
Where is your certificate?
p Tokens Select your virtual token or inserted hardware token to view your certificates.
(] (] [a=c) [}
DigiCert Software Windows Lile Gagovska Refresh token
Keystore CryptoAP! |

Memory usage in hardware
tokens
An overview of the memory usage

Lile Gagovska

62629 Bytes
Free M emory/

Free Memory ® Used Memory

Cnvka 4

Bo oBoj oen moxat fa ce BUAaT BUPTYENHUTE TOKEHU U NPUKITyYEHUTE XapaBEPCKM TOKEHN U
Aa ce npernegaar cepTuduKaTuTe Ha HUB.

3. NeHepupawe Ha CSR Gapame
Co DigiCert Trust Assistant anatkata moxe ga ce kpevpa CSR 6apare Ha cnegHNOT HauuH:

3a Windows onepatumseH cuctem, Bo MeHnTo Tokens ce nsbupa Windows CryptoAPI, a oa
naradkoTo meHn Quick Actions ce nsdupa Generate CSR, kako Ha Cnuka 5:

€ DigiCert Trust Assistant (V1.1.4)

@ digicert Tokens

Trust Assistant

Dashboard Windows CryptoAPI

D Tokens I Quick actions ‘I °

DigiCert Software KeyStore Show slot info

Import certificate
> Windows CryptoAPI 2
Generate CSR °

Cnuka 5

3a MAC onepatuBeH cuctem, Bo MmeHuTo Tokens ce nsbupa MacOS Crypto, a og
nara4ykoto meHn Quick Actions ce nsdmnpa Generate CSR, kako Ha Cnuka 6:
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[ ] DigiCert Trust Assistant (V1.1.4)
© digicert Tokens =9

|;| Dashboard MacOS Crypm

P Tokens 1 Quick actions - o

DigiCert Sofiwara KeySione

Subject (CN) From O To O g8

* MacOS

Cnuka 6

Ce oTBOpa Npo3opeLl, BO KOj Ce NOMNorHyBaaT crneaHnTe nogaTouum: TUN U roflieMUHa Ha KIyyor,
anropvTam 3a eHKpunumja u ganu ga Moxe Aa ce eKkcropTvpa npvBaTHUOT Kiy4 (Cnuvka 7):

KeyType = RSA

KeySize = 2048

Signing Algorithm = sha256WithRsaEncryption
Private Key is exportable = Yes

Generate CSR X
Key type RSA -
K iz 2048 -
Signing algorithm sha236WithRsaEncryplion -

P 3 5 Aarta

O Yes No

Close Generate |

Co knukHyBare Ha konyeto Generate, ce reHepmpa CSR GapakeTo M UCTOTO MOXe fa ce
nckonmpa Ha konyeto Copy, kako Ha Cnuka 8. WckonupaHaTta cogpXuHa ce KOpucTu 3a
npesemare Ha ceptudmkat npeky noptanot KIBSTrust Accounts Bo Yekop 3.

Cnwuka 7



https://accounts.kibstrust.com/
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Generate CSR X
Key type RSA -
Key size 2048 -
Signing algorithm sha256WithRsaEncryption -

Private key is exportable.

Generated CSR

————— BEGIN CERTIFICATE REQUEST--—- -
MIICCCAVWCAQAWLzEtMCsGA TUEAwWwKYzIzNzMSNWELY) MyNCO0OGMZLT
NmM2Y¥2UzMzgd Y TgzMIIBlJANBgkghkiGIw0BAQEFAACCAQBAMIIBCgKCAQE

1 L

Close op

Cnuka 8

4. UHcTanauunja Ha cepTudumkar

Mo n3paesare Ha cepTudukatoT npeky noptanot KIBSTrust Accounts, UCTMOT ce co4vyByBa
Kako garoteka co ume cert.pem.

3a kopuctewe Ha noptanot KIBSTrust Accounts, MOXxeTe fa ro npernegare KOPUCHUYKOTO
yNaTCTBO Ha CNEAHMWOT JIVHK.

lMocTankaTta 3a uHcTanauuja Ha cepTudukar e cregHa:

Bo meHunto Tokens ce n3bupa Windows CryptoAPI, a oa naraykoto meHn Quick Actions ce
n3dupa Import Certificate (Cnivka 9).

0D giCert Trust Assistant (V1.1.4)

@) digicert Tokens

Trust Assistant

Dashboard Windows CryptoAPI

/D Tokens || Quick actions  ~ I o

DigiCert Software KeyStore Show slot info

Import certificate
Windows CryptoAPI 2

Generate C5R

Cnuka 9


https://accounts.kibstrust.com/
https://accounts.kibstrust.com/
https://kibstrust.com/content/Dokumenti/103.46%20Корисничко%20упатство%20за%20портал%20KIBSTrust%20Accounts.pdf
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Ce oTBOpa npo3sopeL, BO KOj co knnkHyBawe Ha Choose File ce npukadysa ceptdukator
(Cnuka 10):

B DigiCert Trust Assistant (v1.1.4) — [} e

Import certificate

Supported file formats: [ X.509 (.pem), PKCS#7 (.p7b), PKC5#12
(.pfx].p12) or GLCK (.glck) ]

Choose File = No file chosen

Cancel

Cnuka 10

CepTtucpumkatoT ce npukavysa BO .pem dopMar 1 ce KnunkHysa Ha Import (Crivka 11):

Import certificate X

Supported file formats: [ X.509 (.pem), PKCS#7 (.p7b), PKCS5#12
(pfxl.p12) or GLCK (.glck) ]

Choose File  Adv certificate.pem

CommonName : Adv certificate

Ceptudumkator Mmoxe ga ce Bugu Bo nucrtata Ha ceptudumkatm Bo DigiCert Trust Assistant
anartkata, Bo meHuTo Tokens, kage ce usbupa Windows CryptoAPI (Cnvka 12):

Cnuka 11
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= O
o digicert Tokens = 9
n istant
Dashboard ) . :
KIBSTrust Issuing Test CA for e-Signatures May 09, 2019 May 09, 2029
p Tokens ~
Isi Martin Mar 29, 2024 Mar 29, 2025
DigiCert Software KeyStore
Ime prezime Jun 28, 2024 Jun 28, 2025
> Windows CryptoAPI
Isidora Martinovska Isidora Mar Jul 04, 2024 Jul 14, 2024
R\ Advanced Adv certificate Jul 10, 2024 Aug 09, 2024
Cnuka 12

Kora ke ce gogane ceptudumkaTt co anatka DigiCert Trust Assistant, uctmot moxe ga ce sugm
Bo Manage user certificates Bo pgenotr Certificates - Current user -> Personal ->
Certificates 3a Windows onepatueeH cuctem (Cnuka 13), ogHocHo Bo Keychain Access ->
Certificates 3a MAC onepatueH cuctem (Crnivka 14).

certmgr - [Certificates - Current User\Personal\Certificates] - [m] X

File Action View Help
L 2N o M= NNERENN 7 Ko

-ﬂlj Certificates - Current User Issued To . Issued By Expiration Date  Intended Purposes Friendly Name
vd pF_-"SU”a' S loRk75350. 906 deet o127 20db biS Ooanization A ccocs 07 0a 2023 Cli i ot
& Cetificates. -1 Adv certificate KIBSTrust Issuing Qsig CA G3 09.08.2024 Secure Email, Client... <None» I
’ = TrUStEd.RDDt Certfication llme prezime HBSTrustlssumg sig CA G3 TR.06.2005 Secure Email, Client.. <Monex
Enternrice Trust
Cnuka 13

All ltems Passwords Secure Notes My Certificates Keys
login
Catherine Earnshaw
Local Items fl Issued by: KIBSTrust Issuing Test CA for e-Signatures
Expires: Wednesday, 19 March 2025 at 10:01:58 Central European Standard Time
@ This certificate is valid

System

System Roots Kind Expires Keychain

Catherine Earnshaw certificate 19.3.2025 at 10:01:58 login
Hotel Promaja certificate 19.3.2025 at 09:46:46 login
X JontralV MacVoltalll Mac certificate 6.3.2024 at 10:18:26 login
I JontralV Voltalll Mac certificate 14.3.2024 at 09:53:27 login
ﬁ KIBSTrust Issuing Test CA for e-Seals certificate 9.5.2029 at 01:59:59 login
ﬁ KIBSTrust Issuing Test CA for e-Signatures  certificate 9.5.2029 at 01:59:59 login
PettiMac JuliTest certificate 25.7.2024 at 13:23:30 login

Cnvuka 14

Mo ycneluHo 3aBplLueHa nocrarnka, onvaHa Bo ropeHaBeieHUTe YEKOPU, MOXETe [ia NOYHeTe
CO KOPUCTEHE Ha BaLUMOT cepTudmKar.




103.47 KopucHuuko ynaTtcTBo 3a anatkata DigiCert Trust Assistant 8.1.0

5. bekan Ha cepTudumkar

5.1 bekan npeky DigiCert Trust Assistant

Co kopuctewe Ha Digicert Trust Assistant anatkata moxe ga ce Hanpasu ©Oekan Ha
cepTUUKaTOT Ha CrEegHNOT HaYWH:

Bo meHuto Tokens ce n3bmpa Windows Crypto APIl. Ce knukHyBa Ha TpuUTE TOYKU Kaj
cepTMdurKaToT KOj cakaMe Aa ro ekcrnoptupame, u ce knukHyea Ha Download (Cnvka 15):

© DigiCert Trust Assistant (V1.14) - a X

(d ) digicert =0

Dashboard

KIBSTrust Issuing Test CA for e-Signatures May 09, 2019 May 09, 2029

L2 Tokens

Isi Martin Mar 29, 2024 Mar 29, 2025
DigiCert Software KeyStore
> Windows CryploAP1

Isidora Martinovska Isidora Mar ul 04, 2024 Jul 14, 2024

m Advanced Adv certificate wian.nnna Aug 09, 2024

Cnuka 15

Bo HapegHWOT Yekop ce nojaByBa npo3opeL, Bo koj Tpeba aa ce n3bepe Bo Koj hopmar
cakame fa ro cumHeme ceptudukartot (Cnuka 16):

Ce n3bupa .pfx popmar, kage ke ce nojaBm none Bo koe Tpeba ga ce BHecCe No3nHKa, Co Koja
Ke ro 3awtutuTe NpMBaTHUOT KIy4 Ha cepTudunkaToT u ce knukHysa Ha Download. Ce ogbupa
nme 1 nokauuja kage aa ce 3adyBa cepTuduKaToT.

Download certificate X
Certificate name
Adv certificate
Select format
X.509 (.pem) PKCS#7 (p7h) @ PKCS#12 (pfx)
GLCK (.glck)
Password
............... fol
Close | Download |

Cnuka 16

5.2 Bekan npeky Windows certificates store

Bo Certificates - Current user -> Personal -> Certificates (Windows Certificate Store) 3a
Windows onepartuBeH cucTtem, ce cenektupa ceptudukatoT Ha Koj Tpeba ga ce Hanpasu
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backup. Ce knukHyBa geceH knuk Ha ceptudounkatort, n Bo All Tasks ce nsbupa Export (Cnvka

17):

aa certmgr - [Certificates - Current User\PersonalCertificates] = [m} *
File Action \iew Help
o AW 4 EXE = Hm
- ertinicates - Cument User Issued To - lssued By Expiration Date  Inbended Purposes Friendly Mam
1 Persanal 2.1960753a9-52f2-dee1-a1a7-29db... MS-Organization-Access 06.09.2033 Client Authentication  <Mone>
- [ENEEE i i 5 Trust lssuing Qsig CA G 09.08.2024 Secure Email, Client... <Mone>
) - Enterprise Trust ":'qJIrnc prea Open [$Trust lssuing Qg CA G3 28.06.2025 Secure Email, Chient... <Mone>
» [ Intermediate Certification :;J I‘_I Mar | All Tasks ¥ Open Cl!‘nt h“tht"t!c at!... Is! Mar § Kigs
5 [7] Active Directory User Obje Eallsi Mortir Client Authenticati.. s Martin's Kl
y Trusted Publichars Eﬁllqide Mai Cut Request Certificate with New Key... Client Authenticati... lside Martinm
5 [ Untrusted Certificates Eglisido Mai Copy Renew Certificate with New Key.. Client Authenticati..  lsido Martine:
» [ Third-Party Root Centificat jin“!idcri L Delete ) Secure Email, Client... <Mone>
3 [E] Trustad People 1ISIDORA Advanced Operations Client Authenticati.. ISIDORA MAR
s [ Client Authentication lssu ffnllsn:lela N Properties m Client Authenticati... Isidora Martin
5 [ Other People '?_nllﬂdma N Hd e T — Client Authenticati...  Isidora Martin
3 [ Preview Build Roots 'f.;ll'ildorn M. > 35Trust Issuing Qsig CA G 16.04.2025 Client Authenticati,..  <Mone=
B amm a B - va o= = s - _— . - oma - am o - - — . e o

Cnuka 17

Bo cnegHuoT nposopel ce n3bvpa aanv ga ekcrnopTpa npuBaTHUOT KyY Ha CepTUdMKaToT

(Cnwnka 18):

€ L Certificate Export Wizard

Export Private Key
‘fou can choose to export the private key with the certificate.

Private keys are password protected. If you want to expart the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
O ves, export the private key

(C)No, do not export the private key

Mext Cancel

Cnvuka 18

[okornky ce n3bepe ekcrnopTvpare Ha NPUBATHUOT KNy4d Ha cepTudmkaToT, ce nsbupa .pfx

dopmat (Cnuka 19):

10
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& L¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use;
DER. encoded binary X, 509 (.CER)
Base-64 encoded X, 509 ((CER)
Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7B)
Indude all certificates in the certification path if possible

© Personal Information Exchange - PKCS %12 (.PFX)
B Indude all certificates in the certification path if possible

[CIpelete the private key if the export is successful
[CJExport all extended properties

B Enable certificate privacy

Microsoft Serialized Certificate Store (L55T)

MNext Cancel

Cnwuka 19

Ha cnegHunot nposopey ce KnukHyBa Ha Password u BO nonuwarta Tpeba ga ce BHece U
NOTBPAM NIO3NHKaTa CO Koja Ke ce 3aluTUTM NPMBATHUOT KNy4 Ha cepTudmkatot (Cnuka 20):

| &« £# Certificate Export Wizard

Security

To maintain security, you must protect the private key to a security prindpal or by
using & password.

() Group or user names (recommended)

@ password:

Confirm password:

Encryption: AES255-SHA256 e

Mext Cancel

Cnuka 20

Ce u3bupa ume 1 nokauuja Kage aa ce 3adyBa cepTMdUKaToOT U nocrankara 3aspluyBa CO
KnukHyBake Ha Finish (Cnvka 21):

11
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e

¥ Certificate Export Wizard

Completing the Certificate Export Wizard

You have successfully completed the Certificate Export wizard.

You have spedfied the following settings:

File Mame C:\Users\jsidoram\Downloads\certttt. p
Export Keys ‘fes
Indude all certificates in the certification path  Yes
File Format Personal Information Exchange (*.pfi]
Finish Cancel
Cnuka 21

12



